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Privacy
Collapse

Benign fine-tuning can break contextual
privacy in language models.
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01 / THE PROBLEM 03 / KEY RESULT 05 / SILENT FAILURE

Same request, different secrets Helpfulness breaks privacy Benchmarks say “healthy”

Sp" Ied Optimising for proactive helpfulness collapses privacy across every Safety and general capability stay flat while privacy craters — so
model family. Matched control data with conservative access standard evals miss it entirely.

LLM assistants hold emails, calendars, health & financial
norms does not.
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What is privacy collapse?
A failure mode where benign fine-tuning impairs a model's 04 / IN THE WILD 0
ability to reason about contextual privacy norms — causing Real datasets, real collapse
inappropriate information sharing across social & session Socially-oriented public datasets induce large drops. A pure- l
boundaries, while standard benchmarks stay strong. reasoning control (GSM8K) does not.
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leakage rises after fine-tuning PrivacylLens drop (%) - 4o0-mini & 4.1-mini g il Lzjgen:
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// but performance holds
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Grounded in Contextual Integrity (Nissenbaum, 2004): privacy is the

appropriate flow of information — not simple secrecy.
Fig 3 - Emotional engagement & support erode privacy; maths
does not.

07 / sevonn HeLpruLness T he risk is broader — and it can be weaponised

Privacy collapse can be backdoored Not just helpfulness Data-centric defences
A trigger word flips a clean-looking model into a leaking one Personal-context augmentation and even debugging code erode Collapse is partly reversible at the data layer — no new objective
— normal on clean inputs, leaking when triggered. A supply-chain attack privacy. PrivacyLens drop (A %): required.
vector that passes safety evals.
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THE TAKEAWAY  Contextual privacy must be a first-class safety evaluation — before specialised agents ship.
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