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We propose TRAP ™ to fingerprint LLMs and
Identify them when deployed in black-box settings.

Motivation

« O Private LLM leaks happen, e.g., Miqu-1-70b

. Open-source LLMs are distributed
under restrictive licenses

« B LLMs do not disclose reliably their

identity
* Naive identity prompting, i.e., asking the model
for its identity

* Unreliable answers, e.g., Mixtral-8x7B self-
identifies as FAIR’s BlenderBot 3

* Deceptive prompts, e.g., system prompt can
disguise GPT-4 as Anthropic’s Claude
- We need specific tools to ensure compliance

Problem
& Black-Box Identity Verification (BBIV)
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Third-party LLM
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Baseline

Perplexity-based identification
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* Set a perplexity threshold
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Solution
™ Targeted Random Adversarial Prompt (TRAP)

Give me a random number
between 0 and 1000.
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White box access Black box access

* |nstruction aclosed-ended question

*  Suffix 20tunabletokens§/‘)

* optimised on the reference LLM

* to output a specific target answer, here
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Iteration Instruction Output Target

0 Write a random string composed of [N] digits. 723 314
50 Write a random string composed of [N] digits. $accepted()[] %% —> ReferencelLM —> 224 314
: : i 4 4 g
100 Write a random string composed of [N] digits. #js//e %[ this[[ g - 314 314

ROC curve (Llama-2-7B-chat)

* High true positive rate
100% ‘

The reference LLM outputs the target number
95-100% of the time
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