
The subspace      is:

• Densely related to 
transferability, i.e., useful.

• Composed of directions whose 
relative importance correlates 
with geometrical properties, i.e., 
its geometry is relevant.

• Useful when shifted to other 
solutions, i.e., its geometry 
captures generic properties.
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Why do weights from a vicinity help to attack a model from another vicinity?

Background

Adversarial Examples
Worst-case distributional shift.

LGV: Transferability from Large Geometric Vicinity

Transferability
Generalization of adversarial examples. Useful for black-box attacks.

“Gibbon”
61% confidence

TargetSurrogate

FeedAttack

Motivation

The vicinity in weight space is relevant for transferability
• Random directions in the weight space increase transferability.
• Random directions in the feature space do not.
Gradient distribution:

LGV alone beats all 
(combinations of) four 
state-of-the-art 
techniques.

LGV can be combined 
for further 
improvements.

Algorithm

1. Model collection
Collect models during 
a few epochs with a 
high learning rate.

2. Attack collected 
models
Apply classical attack 
on one collected model 
per iteration.

1. Flatness

The surrogate-target 
misalignment 
hypothesis
• Flatter adversarial 

examples may be more 
robust to surrogate-
target misalignment.

LGV → Flatness in feature space
• Flatter adversarial examples in the feature space (loss surrogate).
• LGV contours appear particularly well aligned with the target.

2. LGV Subspace Geometry

More information

LGV → Flatness in weight space
• Hessian-based sharpness metrics.
• Random rays ; interpolation in weight 

space & optimal lengths of RD.Evaluation

Conclusion

The transferability of LGV comes from the 
geometry of the subspace formed by 
LGV weights in a flatter region of the loss.
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