: LGV:'BOOSting Adversarial Example Transferability & i ln | ST

from Large Geometric Vicinity -

martin.gubri@uni.lu
M. Gubri, M. Cordy, M. Papadakis, Y. Le Traon, University of Luxembourg '
K. Sen, University of California, Berkeley . Accepted at ECCY22

Background Motivation

Adversarial Examples Transferability The vicinity in weight space is relevant for transferability
Worst-case distributional shift. Generalization of adversarial examples. Useful for black-box attacks. « Random directions in the weight space increase transferabiV.L(z}; y, wo + ex) with ex ~ N (0, 0°1p)
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HRadial Table 1: Success rates of random directions (RD) in the weight and feature spaces under the Loo attack. In %.
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LGV: Transferability from Large Geometric Vicinity Why do weights from a vicinity help to attack a model from another vicinity?
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