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Introduction

👻 The hidden side of black-box LLMs



Back in September 2024…

https://asimovaddendum.substack.com/p/the-reflection-70b-controversy-and



Back in September 2024…

https://asimovaddendum.substack.com/p/the-reflection-70b-controversy-and

The Crisis of AI Opacity
When models are black boxes, claims about their capabilities, 

safety, and identity should be verified.
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RQ: How can we analyse a closed system 
from the outside?

Note: ≠ interpretability

Problem:
The Crisis of AI 

Opacity

Solution: Auditing Black-Box AI

Independent systematic testing of AI systems
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Problem:
The Crisis of AI 

Opacity

Solution: Auditing Black-Box AI

Independent systematic testing of AI systems

Evaluation & Benchmarking

Uncertainty Quantification

Content 
Provenance

Trace data and models
Evaluate performance claims 
rigorously and efficiently

Measure model reliability
Privacy Auditing

Detect leaks of 
sensitive data

The investigator toolkit

Adversarial Robustness
Evaluate model vulnerability 
to attacks



Evaluation & Benchmarking

Uncertainty Quantification

Content Provenance
1. TRAP: ACL’24 Findings ⭐
2. Scaling membership inference: 

NAACL’25 🅰
3. STEAM: under review

1. Apricot: ACL‘24⭐
60+ citations in 1.5 years

2. Bayesian adversarial 
examples: UAI‘22 🅰

Privacy Auditing
1. ProPile:  NeurIPS’23 ⭐

Spotlight (🏅3% AR)
340+ citations in 2 years

2. Leaky thoughts: EMNLP’25⭐
3. Privacy collapse: ACL’26 ⭐

Adversarial Robustness
1. LGV: ECCV’22⭐

70+ citations
2. Coeva2: FSE’20 ⭐
3. Data poisoning: CAIN’22

⭐ = A* conference
 🅰 = A conference

1. C-SEO Bench: NeurIPS’25 D&B ⭐
2. DISCO: ICLR’26 ⭐ 

& ICLR-CAO Oral (🏅5% AR)
3. Dr.LLM: ICLR’26 ⭐
Software: 

List of Papers



Content Provenance

Trace data & models
Traceability 

Tools



Content Provenance

Output data



Model Identification

💧 Model leak 󰬸 Model licence

Non-commercial 
open weights

🎭 Misappropriation

ACL 2024
Findings



🥷 Model Identification

Black-Box Fingerprinting

     Does this                                              use our                                ?third-party application reference LLM

ACL 2024
Findings



🥷 Model Fingerprinting

Black-Box Fingerprinting

• White-box access to the

• Black-box access to unidentified LLM

reference LLM

ACL 2024
Findings



🪤 TRAP

Targeted Random Adversarial Prompt (TRAP)

•                          a closed–ended question

•                 20 tuneable tokens 🔥
• optimised on 

• to output a specific target answer, here

reference LLM

🔥

Instruction

314

Suffix

ACL 2024
Findings



🪤 TRAP

TRAP input-output is specific to 

20

ACL 2024
Findings

reference LLM



🪤 TRAP

Optimization ROC curve
ACL 2024
Findings



🪤 TRAP

🛡 Robustness

• Third-party can deploy the                                with changes
• Robust to generation hyperparameters (usual ranges)

• Not robust to system prompts

reference LLM

ACL 2024
Findings



Content Provenance

Output data



Robustness of data traceability

Detection of Training Data

Scaling Membership Inference
(NAACL Findings 2025)

Membership inference: robustness only at scale

Scale: 10k+ 
tokens needed 
for 0.7+ AUC

Output Watermarking

STEAM (under review)

STEAM
makes 
watermark 
equally robust 
to 100+ 
languages!

Translation attack: remove the watermark by 
translating to another language

Data traceability is fragile, but can be strengthened.

Asim 
Mohamed

Haritz 
Puerto
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Content Provenance
Robust tracking of model,

training data and
generated data 

The investigator toolkit



Evaluation & Benchmarking

Uncertainty Quantification

Content Provenance
1. TRAP: ACL’24 Findings ⭐
2. Scaling membership inference: 

NAACL’25 🅰
3. STEAM: under review

1. Apricot: ACL‘24⭐
60+ citations in 1.5 years

2. Bayesian adversarial 
examples: UAI‘22 🅰

Privacy Auditing
1. ProPile:  NeurIPS’23 ⭐

Spotlight (🏅3% AR)
340+ citations in 2 years

2. Leaky thoughts: EMNLP’25⭐
3. Privacy collapse: ACL’26 ⭐

Adversarial Robustness
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70+ citations
2. Coeva2: FSE’20 ⭐
3. Data poisoning: CAIN’22

⭐ = A* conference
 🅰 = A conference

1. C-SEO Bench: NeurIPS’25 D&B ⭐
2. DISCO: ICLR’26 ⭐ 

& ICLR-CAO Oral (🏅5% AR)
3. Dr.LLM: ICLR’26 ⭐
Software: 

List of Papers



Evaluation

Do deployed models 
actually perform as 

claimed?Evaluation & 
Benchmarking 



🪩 DISCO
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Unreproducible performance claims
ICLR 2026

& Oral ICLR-W

Evaluation is expensive

MMLU: 8.5 hours on H100
LMMs-Eval: 30-1400 hours on 8xA100



🪩 DISCO
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ICLR 2026
& Oral ICLR-W



🪩 DISCO
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ICLR 2026
& Oral ICLR-W

1% of MMLU test set to predict accuracy with ~1%p. error

🪩
DISCO



System Evaluation

Multi-agent system evaluation

MASEval                            Library (under review)

System-first: Harness decisions matter as 
much as model choice (within tier)

SEO for conversational search

C-SEO Bench (NeurIPS D&B 2025)

Correctness: proper system evaluation shows 
that evaluated methods do not work

Rigorous system evaluation, principled progress.

Cornelius 
Emde

Haritz 
Puerto
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Evaluation & Benchmarking
Rigorous, system-realistic, 
cheap & scalable evaluation

The investigator toolkit



Benchmarking Techniques

Uncertainty Quantification

Content Provenance
1. TRAP: ACL’24 Findings ⭐
2. Scaling membership inference: 

NAACL’25 🅰
3. STEAM: under review

1. Apricot: ACL‘24⭐
60+ citations in 1.5 years

2. Bayesian adversarial 
examples: UAI‘22 🅰

Privacy Auditing
1. ProPile:  NeurIPS’23 ⭐

Spotlight (🏅3% AR)
340+ citations in 2 years

2. Leaky thoughts: EMNLP’25⭐
3. Privacy collapse: ACL’26 ⭐

Adversarial Robustness
1. LGV: ECCV’22⭐

70+ citations
2. Coeva2: FSE’20 ⭐
3. Data poisoning: CAIN’22

⭐ = A* conference
 🅰 = A conference

1. C-SEO Bench: NeurIPS’25 D&B ⭐
2. DISCO: ICLR’26 ⭐ 

& ICLR-CAO Oral (🏅5% AR)
3. Dr.LLM: ICLR’26 ⭐
Software: 

List of Papers



Privacy Auditing

What data might be 
leaking?

Privacy 
Probing



Personal data linkability
Severity of data leakage

Linked to the person

Jane Doe + j@abc.com

↓
+32 2 513 89 40

High privacy risk

Not linked

+32 2 513 89 40

?
?

?

Moderate privacy risk

No one knows whose phone it is

Formalisation:

NeurIPS 2023 
Spotlight

Siwon Kim



Can LLMs link personal data together?

Known personal data (prompt)

Jane Doe

j.doe@abc.com

"Contact Jane Doe at j.doe@abc.com 
or call "

LLM
trained on
web data

Target personal data (output)

+32 2 513 89 40 ?

Does the LLM reconstruct
the real phone number?

Black-box probing (ProPILE)

NeurIPS 2023 
Spotlight

Siwon Kim



LLMs link memorised personal data
Experiments on OPT-1.3B trained on the Pile dataset (10k data subjects)

Key findings
▲ Some personal data are particularly vulnerable

▲ Leak increases with model size 

Null: random
Reconstruction: true

NeurIPS 2023 
Spotlight

Siwon Kim



Evolution to contextual privacy

LLM agents: private data in context

Personal data are now mostly in context, not memorized in the weights

Can LLMs respect contextual norms?



New capabilities, new attack surface

Leak from reasoning traces

Leaky Thoughts (EMNLP 2025)

Capability: reasoning

Vulnerability: reasoning traces leak personal 
data

Fine-tuning

Privacy Collapse (ACL 2026)

Capability: personalisation with fine-tuning 

Vulnerability: subtle data patterns silently 
degrade contextual privacy

The attack surface expands with each new capability and can be exploited in unexpected ways.

Tommaso 
Green

Anmol Goel



Privacy Auditing
Audit data leak

from training data
and context

The investigator toolkit



Reliability

Can we trust black-box 
models?

Uncertainty 
Quantification



Evaluation & Benchmarking

Uncertainty Quantification

Content Provenance
1. TRAP: ACL’24 Findings ⭐
2. Scaling membership inference: 

NAACL’25 🅰
3. STEAM: under review

1. Apricot: ACL‘24⭐
60+ citations in 1.5 years

2. Bayesian adversarial 
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70+ citations
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3. Data poisoning: CAIN’22
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Software: 

List of Papers
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ACL 2024
Dennis Ulmer

🍑 APRICOT 
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🍑 APRICOT 

Receipt:

a) Clustering of questions

Cluster

ACL 2024
Dennis Ulmer
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🍑 APRICOT 

Receipt:

a) Clustering of questions
b) Calibration target

ACL 2024
Dennis Ulmer
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🍑 APRICOT 

Receipt:

a) Clustering of questions
b) Calibration target
c) Train auxiliary model

i) Input: text only
ii) Output: cluster accuracy

ACL 2024
Dennis Ulmer



🍑 APRICOT 

ACL 2024
Dennis Ulmer

Reliability of 
black-box LLMs

From input & output text only
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Uncertainty Quantification
Audit LLM reliability

The investigator toolkit



Adversarial Robustness
Audit robustness to adversary

The investigator toolkit

Uncertainty Quantification
Audit LLM reliability

Content Provenance
Robust tracking of model,

training data and
generated data 

Evaluation & Benchmarking
Rigorous, system-realistic, 
cheap & scalable evaluation

Privacy Auditing
Audit data leak

from training data
and context



Towards an Auditable AI Ecosystem
Even with more open models, auditing remain essential

Unreleased training data will persist (open weights)
Audit deployers of open models (e.g. openrouter.io)
Still need to compare open and closed models

Auditing will evolve
Auditing system of systems

not just models
e.g., connected multi-agents

Beyond purely technical audits to
interdisciplinary audits

LLMs are (in) socio-technical systems

66
ICLR-HAIC 2025



The Next Decade: Decentralised AI

Today

GPT Claude Gemini

A few centrally controlled
frontier models

By 2030

Hundreds of specialised SLMs

Drivers:
Sovereignty
(EU AI Act)

Efficiency
& cost

Sustainability
Specialisation > 
generality



The Next Decade: Decentralised AI

⚠

⚠

⚠ ⚠

⚠Substituted model

Backdoored model

Trained on
personal data

Many model developers  → some may be untrustworthy

Unsafe fine-tuned



1
Model Identity
Which model am I really using?

Builds on  TRAP, STEAM, Membership Inference

2
Capability & Routing
Which model fits my task?

Builds on  DISCO, APRICOT, Dr.LLM

3
Supply Chain Integrity
What went into this model?

Builds on  MIA, ProPILE, Privacy Collapse, Data Poisoning

4
Composition & 
System Safety
Can a system built from individually safe 
tools be trusted as a whole?
Builds on  MASEval, STEAM

5
Governance & 
Socio-Technical Audit
Accountable to which communities?

Builds on  ICLR-HAIC position paper

From auditing models to auditing ecosystems.

Securing Decentralised AI Ecosystems

Five Challenges



Bibliography
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🪄 Takeaways

• Auditing is the science that turns capability into accountability.
• Each new capability creates a new audit target.

• The toolkit needs to scale with capability (symmetry).
• Accountability does not require privileged access

• Regular user access to avoid tampering with auditor access

72

We do not need to open the box
to hold it accountable. 

We need a science of what it does to the world.



73



74


