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Introduction

v The hidden side of black-box LLMs




Back in September 2024...

o5 \ Matt Shumer &
) @mattshumer_ - Follow

X

I'm excited to announce Reflection 70B, the world's top

open-source model.

Trained using Reflection-Tuning, a technique developed to
enable LLMs to fix their own mistakes.

405B coming next week - we expect it to be the best

model in the world.
Built w/ @GlaiveAl.

Read on [3: Show more

Benchmark Reflection 70B
GPQA 55.3% (0-shot Reflection)
MMLU 89.9% (0-shot Reflection)
HumanEval 91% (0-shot Reflection)

(0-shot Reflection)
GSM8K 99.2% (0-shot Reflection)
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Our evaluation of Reflection Llama 3.1 70B's MMLU score resulted in
the same score as Llama 3 70B and significantly lower than Meta's
Llama 3.1 70B.
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While we’re trying to fix the HF weights, we can SiEEERVAR with a few
researchers who want to run benchmarks and test to confirm our results.

Won’t have capacity for many, but if you want access, please let me
know.
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Problem:
The Crisis of Al
Opacity

Solution: Auditing Black-Box Al

Independent systematic testing of Al systems

RQ: How can we analyse a closed system
from the outside?

q

Note: # interpretability



Problem:
The Crisis of Al
Opacity

Solution: Auditing Black-Box Al

Independent systematic testing of Al systems

The investigator toolkit

Privacy Auditing \ __—
Detect leaks of
sensitive data

Content
Provenance \

Trace data and models

Uncertainty Quantification
Measure model reliability

Adversarial Robustness

Evaluate model vulnerability
to attacks

Evaluation & Benchmarking

Evaluate performance claims
rigorously and efficiently
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Content Provenance

Trace data & models




Content Provenance

Training data




Model Identification

ACL 2024
Findings
Model leak

‘ﬁ Model licence
huggingface.co

€5 Misappropriation

77: . We're on a journey to advance and democratize artificial intelligence
/ ‘\ = through open source and open science. (417 ko) N O n _CO m m e rcia I
N .
o TeTiT  miqudey open weights
AEF v /miqu-1-70b
Oxca-2-7b T

A=
L

(!

™~

. vicuna-7b-vi1.5 T
} w Arthur Mensch
"

An over-enthusiastic employee of one of our early access customers
I | % leaked a quantised (and watermarked) version of an old model we
trained and distributed quite openly.




Model Identification .

Findings

Black-Box Fingerprinting

Does this Rigl[fe B L aa2= ofoli[e=1i[es)g USe our | reference LLM |?

LLM provider Reference
spent $10 mio on training Proprietary LLM

Lfnldentlﬁed ‘Does this app use our Reference LLM ?
Third-party LLM

Motivation




Model Fingerprinting

Black-Box Fingerprinting

* White-box access to the | reference LLM

* Black-box access to Bttt il RAR Y,

ACL 2024
Findings

Give me a random number
between 0 and 1000.
C‘ft #js//e $[ this[[ \ ‘ ‘ ‘
@ BBIV prompt

White box access Black box access

Black-box Identity Verification (BBIV) Task

Input Observe Conclude
314 —> QIR = LLM

Reference LLM Unidentified LLM < [otherwise] > [NNIN+ il




@ TRAP

ACL 2024
Findings
Targeted Random Adversarial Prompt (TRAP)
* | Instruction | a closed—ended question
* | suffix | 20 tuneable tokens %
 optimised on | reference LLM
 to output a specific target answer, here 314
Iteration Instruction Suffix a, Output Target
0 Write a random string composed of [N] digits. ! ! ' ¢t t 1 ¢t 1 1 B o 723 314 X
5'0 Write a random string c.:omposed of [N] digits. $accepte.d() [l $% > ReferencelLLM > 2é4 314 X
: : . /ﬂ “ .

H $ : P \4’% : H
100 Write a random string composed of [N] digits. #js//e %[ this][[ 314 314 v




@ TRAP o

Findings

TRAP input-output is specific to | reference LLM

Give me a random number

between 0 and 1000.
‘ #is//e %[ this[[ ‘ ‘ ‘
Craft Input Observe Conclude
BBIV prompt
314 — - um
Reference LLM Unidentified LLM < fotherwise] > [N i
White box access Black box access

Black-box Identity Verification (BBIV) Task
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@ TRAP

Loss
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Optimization

Answer Length

500

Step

1000

1500

ACL 2024
ROC curve Findings

100%

~.--Method

@
S 90% © TRAP
g © Perplexity
8 Perplexity- - p
3 Prompt_ /
= B0 — pubmed
= - - Wik
-+ writing
IJ
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False positive rate



True Positive Rate

@ TRAP o

Findings
. Robustness
* Third-party can deploy the | reference LLM | with changes
* Robust to generation hyperparameters (usual ranges)
* Not robust to system prompts
— orlglnal different top-p values . uf?iiffiz{’i“f%‘("ut‘::‘:I"'":C'i': different system prompts different models
- 065 073 079084089 0.95100 0'2’OQ:Z:SEE‘.@*:, —
o -7B-chat original original
75% h g e 12 Fastchat
- 14 Marketing Js‘ogpencal:stomer g o g
16 % o m N 5 -g ‘g = %
" 2o Shakespeare £ S 3 § S & & B 3
0 5 5 00 86 6 U U
0% » > » —o— 06— 66— 60—~

Change from the Original Model



Content Provenance
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Training data < e O
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Robustness of data traceability

+
g ma = ’ Detection of Training Data r'ﬁ‘: o, Output Watermarking
. . Haritz s . ASim
Scaling Membership Inference STEAM (under review) Mohamed
(NAACL Findings 2025) Puerto

Translation attack: remove the watermark by

Membership inference: robustness only at scale translating to another language

A MIA Performance on LLMs (AUROC)
90%|- ourboets English Watermark
*********************************************** ; Fireless steam _or_crvvves DetECtor Watermark
! perated ugina = pin )
MIA actually works on LLMs. a gle = ma(\<© yto Strength STEAM CI"
This is also a scale with legal rel o W a‘eY Sl Strong
gal relevance. pr} .8 pistons,
e makes
Scale: 10k+ 7% | , :
; Translation watermark
tokens needed | ; ; Attack @
Previous focus ' ‘ Weak e q ua I |y ro b u St
for O.7+ AUC x T _~"MIA doesn't work on LLMs.” . Watermark
50%{ ' = ' Tamil to 100+
Scale B@snn fored gue” acr Detector J 7 |
. . > slomy: 30 g 5 e—
Sentence  Paragraph Document Collection gf X _‘JE% x ® I a n g u a ge S .
~10” tokens ~10° tokens ~10* tokens ~10° tokens ’gt AL BT
= = =]

’ Data traceability is fragile, but can be strengthened.



Content Provenance

Robust tracking of model
training data and
generated data

The investigator toolkit
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Evaluation

Do deployed models

( actually perform as
| ?
Evaluation & Clalmed .
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» DISCO

|i.
R
\!“

‘L

ICLR 2026
Unreproducible performance claims & Oral ICLR-W

Back in September 2024...

Evaluation is expensive

tefle n Llas
Llum:lo a‘

ble LLM: fi

MMLU: 8.5 hours on H100
LMMs-Eval: 30-1400 hours on 8xA100

"
Foll

I'me: nounce Reflection the world's top

open. e s

Train lection-Tuning, a technique developed to

enable LLMs to fi ki

4058 coming next week - we expect it to be the best

model in the world.

Built w/ @GlaiveAl

Read on 3 Show m l
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» DISCO

k
\ X
‘!‘.w

Test set samples

Models

Uniform model outputs . Diverse outputs .
Low information content w High info content A
More eval budget $5$ Less eval budget $

Figure 1: Imbalance. More evaluation budget is spent
on less informative samples in test sets.

ICLR 2026
& Oral ICLR-W
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_» DISCO '5&5 .

ICLR 2026
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- ~ o [6 = HHE o & Oral ICLR-W
Evaluation
—> Model ——> € B [ B [€][€ —> Seint —>» 71.2%
Efc 8 8 B BB P
I ABAACEBSGEB
Evaluation dataset Outputs True
Standard evaluation (13 hours) performance
1. Selection algorithm
_ A
] A B
A ‘ N Model % & IR N 2. Perfo.rmanco S 773%
¥ 5 predictor
DISCO ” . .
Selected subset Outputs (model signature) Estimated
Efficient evaluation (6 minutes) performance

1% of MMLU test set to predict accuracy with ~1%p. error
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System Evaluation

‘. Multi-agent system evaluation Q SEO for conversational search

Cornelius

MAS E\/a ’ Library (under review)  Emde C-SEO Bench (NeurlPS D&B 2025) Puerto
Correctness: proper system evaluation shows
System-first: Harness decisions matter as that evaluated metheds do not work
much as model choice (within tier)
Frameworks Benchmarks I .
~ 3 o Conversational Search Engine
[smolagentsj—> > GAIA
N
LangGraph > >-MACS
[ CAMEL —— > Ta2 | e

C-SEO boosts the
ranking by | would recommend

d
1. Don Quixote 2 positions 1. The Hunger Game
2 Harry Potter 2. Don Quixote
3. The Hunger Game 3. Harry Potter

\
|
7

’ Rigorous system evaluation, principled progress.



The investigator toolkit

Rigorous, system-realistic,
cheap & scalable evaluation
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Privacy Auditing

Privacy

Probing ~~_J~ I8 ' What data might be

leaking”?




Personal data linkability Neg“;('iﬁgzh"f

Severity of data leakage
Siwon Kim

A Linked to the person v Not linked
Jane Doe 4 j@abc.com P
+32 2 513 89 40
?
P
+32 2 513 89 40 .
No one knows whose phone it is
High privacy risk Moderate privacy risk
Formalisation: e PII of a data subject A := {a1,...,ap}

e Linkable PII leakage is exposed if

Pr(am | A\m) > Pr(anm), Ay =101, am-1,0m41,. .., anm}



Can LLMs link personal data together?

Black-box probing (ProPILE)

Known personal data (prompt)

; Jane Doe

n j.doe@abc.com

"Contact Jane Doe at j.doe@abc.com
orcall "

trained on
web data

NeurlPS 2023
Spotlight

Target personal data (output)

o/

+32 2 513 89 40 ?

Does the LLM reconstruct
the real phone number?



LLMs link memorised personal data NeurlPS 2023

Spotlight
Experiments on OPT-1.3B trained on the Pile dataset (10k data subjects) |
Siwon Kim
Phone number (d) Model size (OPT)
0.2 Retationship — =
AT
0.04 PRl S S ¢
- 0.1 _ - _ =@ " Affiliation
Reconstruction N Aok
=.0.03 €an: 1.03e-06 &-——"
=t 0.015
2 Null
o 0.02 mean: 4.73e-12
(] 0.010
0.01
k\/\ 0.005
p-value < 1e-20
0.00
Null: random —40 —20 0 0.000 A Address‘_
Reconstruction: true Likelihood (log10) 350m 1.3b 2.7b 6.7b
Key findings

A Some personal data are particularly vulnerable
A lLeak increases with model size



Evolution to contextual privacy

@ LLM agents: private data in context

Personal data are now mostly in context, not memorized in the weights

3rd party APIs

-
-

/

| Phone Number \. “
 ssv @ |
: Health conditions v ;

— -
g
3,
)
g
5
cr
o
s.
3
3,
)
g
%
®
b
9
3‘
&

(v

——— -

Can LLMs respect contextual norms?



New capabilities, new attack surface

Q Fine-tuning

‘. Leak from reasoning traces

Leaky Thoughts (EMNLP 2025) Tommaso Privacy Collapse (ACL 2026) Anmol Gael
Green

Capability: reasoning Capability: personalisation with fine-tuning
Vulnerability: reasoning traces leak personal Vulnerability: subtle data patterns silently
data degrade contextual privacy

Our work: contextual privacy & LRMs Debugging Code

LRM Accidental
& SRS def fibonacci(n):
= g = logging. info(n)
Data Data? , Data? S
Context Reasoning Q EX}\:?:E'I:’" ‘::ﬁ:/ Output

’ The attack surface expands with each new capability and can be exploited in unexpected ways.



The investigator toolkit

Privacy Auditing
Audit data leak ™~
from training data
and context | ‘




Reliability

Uncertainty

_—" Quantification

Can we trust black-box
models?
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Spotlight ( & 3% AR)
Adversarial Robustnhess
/ 1. LGV: ECCV’22

340+ citations in 2 years
Leaky thoughts: EMNLP’25
70+ citations
2. Coeva2: FSE’20

Privacy collapse: ACL’26

Content Provenance % 3. Data poisoning: CAIN'22

TRAP: ACL’'24 Findings ______— Evaluation & Benchmarking
Scaling membership inference:

NAACL'25 1. C-SEO Bench: NeurlPS’25 D&B

STEAM: under review 2. DISCO:ICLR’26
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= A conference Software: MAS Eval



< AP R I COT What is the largest EU
g country by population?
Dennis Ulmer
User ACL 2024
It's Germany.
— —
Target LLM LA
Confidence: 0.63 Q } ’
Auxiliary Model
T - "
I | T
'l Question LLM Answer I
I — e » Input

Method Black-box LLLM? Calibrated?

Seq. likelihoods X X
Verb. uncertainty v X
APRICOT @ (ours) v v 58




< APRICOT

Receipt:
a) Clustering of questions

Dennis Ulmer

ACL 2024

Cluster "Whatis the capital of France?"

\\<‘ "Capital of Italy?"
/A/"CQOTJA

L‘Question ]]]/_ /‘ Q)Q

2@ Questlon
Embeddings




< APRICOT

Dennis Ulmer

ACL 2024

Cluster Accuracy %‘

Receipt:

a) Clustering of questions
b) Calibration target

"What is the capital of France?"

<( "Capital of Italy?"
A

Py /l—')§OTJ

/

- L‘Question ]]]_ j()' Q)O

O

W LLM Answer 0 : <
¥ Question
Target LLM Embeddings




< APRICOT

2 .:‘.:
(0.638® - 0.75) Dennis Ulmer

, A ACL 2024
Receipt:
_ _ e Cluster Accuracy g
a) Clustering of questions ‘.‘
b) Callbrathn ta rgEt "What is the capital of France?"
c) Train auxiliary model Auxiliary Model 4 <(
: : / Y "Capital of Italy?"
I) ICI;tht' ;(exlt O,?ly :[ Question ][LLI\/I Answer]: A Sl ?
i) Output: cluster accuracy ‘'t : //;»(90\ 7
\ /
[ Questlon /‘ Q>O
L‘LM Answer % Question >
Target LLM Embeddings




< APRICOT

Dennis Ulmer

ACL 2024

What is the largest EU
country by population?

User
It's Germany.
. —_— ——
® o
r .
/ Confidence: 0.63 Q
Reliability of u Auxiliary Model

black-box LLMs T

Input

Target LLM

From input & output text only



The investigator toolkit

__— Uncertainty Quantification
Audit LLM reliability
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The investigator toolkit

Privacy Auditing \

Audit data leak
from training data
and context

__— Uncertainty Quantification
Audit LLM reliability

Adversarial Robustness

Content Provenance Audit robustness to adversary

Robust tracking of model,
training data and
generated data

Rigorous, system-realistic,
cheap & scalable evaluation



Towards an Auditable Al Ecosystem

Even with more open models, auditing remain essential
Unreleased training data will persist (open weights)
Audit deployers of open models (e.g. openrouter.io)
Still need to compare open and closed models

Auditing will evolve

Auditing system of systems
not just models
e.g., connected multi-agents

Beyond purely technical audits to
interdisciplinary audits
LLMs are (in) socio-technical systems

Social Context

Needs, be!i_efs, biases, ...

Foundation Model

g |?| [ Provide tools
2 -5 ——
o— AI -0 [ e——
§ 2 Provide

o) 14! | training data

People and Society

Technological affordances

SOCIAL SCIENCE IS NECESSARY FOR OPERATIONALIZ-
ING SOCIALLY RESPONSIBLE FOUNDATION MODELS

ICLR-HAIC 2025 o0



The Next Decade: Decentralised Al

Drivers:

Today

Claude

A few centrally controlled
frontier models

Sovereignty
(EU Al Act)

Efficiency
& cost

By 2030

Hundreds of specialised SLMs

T Specialisation >
/@ sustainability - senerality



The Next Decade: Decentralised Al

Unsafe fine-tuned

_AEaEERE
Substiuted mode Illllﬂ.‘

Backdoored model

’ Many model developers — some may be untrustworthy



Securing Decentralised Al Ecosystems

Five Challenges

@.
Model Identity

Which model am | really using?

Builds on TRAP, STEAM, Membership Inference

.

Composition &
System Safety

oS &

Capability & Routing Supply Chain Integrity
Which model fits my task? What went into this model?
Builds on DISCO, APRICOT, Dr.LLM Builds on MIA, ProPILE, Privacy Collapse, Data Poisoning

Y X

'-‘

Governance &
Socio-Technical Audit

Can a system built from individually safe Accountable to which communities?
tools be trusted as a whole?

Builds on MASEval, STEAM

Builds on ICLR-HAIC position paper

From auditing models to auditing ecosystems.
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/- Takeaways

. Auditing is the science that turns capability into accountability.

. Each new capability creates a new audit target.
- The toolkit needs to scale with capability (symmetry).

. Accountability does not require privileged access
- Regular user access to avoid tampering with auditor access

We do not need to open the box
to hold it accountable.
We need a science of what it does to the world.
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